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         Abstract: In this paper, we introduce methods of   

enhancements of the Polygraphic Substitution Cipher 

inspired from the DNA structure and its relation to the 

amino acids. This paper discusses a significant modification 

in techniques to enhance security by introducing DNA-

based and amino acids-based structure to the core of the 

Polygraphic Substitution ciphering process. DNA 

cryptography is a new approach in cryptographic research. 

The relevance of information security in the modern days 

has increased manifold as online threats are affecting 

millions of users. The traditional methods of cryptography 

are now defenceless to attacks. The idea of DNA based 

Cryptography has been identified as a feasible and effective 

methodology to create nonintrusive algorithms. The 

Foursquare Cipher algorithm is being modified here by 

using DNA bases and codons that encode amino acids .This 

modification enhances the security of this algorithm to a 

great extent. The enciphering is done in multiple stages so 

that it becomes extremely difficult to perform cryptanalysis 

attacks to decipher the encoded text. This makes the 

cryptographic algorithm highly secure. The aim of 

implementing this technique is to provide a simple but 

unbreakable cipher system which can be used without much 

difficulty.  

 
 

Keywords— DNA, RNA, ambiguity, amino acids, encryption, 
decryption, cryptography, security, four square cipher 
 

I. INTRO DUCTIO N 
 

 

DNA cryptography is one of the fastest emerging 

technology which works on the concepts of DNA 

computing. A new technique for securing data was 

introduced using the biological structure of DNA called 

DNA Computing .It was  invented by Leonard Max 

Adleman for solving many complex problems. DNA can be 

used to store and transmit data. The concept of using DNA 

computing in the fields of cryptography and steganography 

has always been identified as a possible technology that may 

bring forward a new hope for extremely unbreakable 

algorithms. 

 A rapidly-developing technology is DNA computation or, 

more generally, bio molecular computation. It has emerged 

as a viable sub-discipline of science and engineering.  
Leonard M. Adleman found that the bio-computational 

capability of DNA can be used to solve highly complex 

mathematical problems. He was also able to conclude that 

chemistry can be used to solve un-solvable problems with 

the help of dedicated computers.  

 
 

 

 To solve the computational problems, the data is encoded in 

DNA strands and molecular biological tools are used to 

perform operations.  
In our work, we applied the conversion of character or 

binary form of data to the DNA form and then to amino acid 

form. The importance of such transformation lies mainly in 

representing data in a biological form that can make data be 

able to go through biological experiments and processes, 

especially related to Amino Acids and DNA. It is also a way 

of viewing data moving through biological processes and 

representing it in a binary form which can be used in many 

computer applications. In the field of cryptography, the 

encoding techniques cannot provide security by their own as 

they don‟t include the use of a secret key. But they can be 

embedded into another encryption algorithm to enhance 

confusion and therefore enhance security. This concept is 

suitable for applying data integrity, digital signature and  

confidentiality. Although Four-square cipher is believed to 

be an old, simple and an easily breakable cipher, we believe 

our new modifications can make it a more powerful 

encryption algorithm. This is done by introducing concepts 

of confusion and diffusion to the core of the encryption 

process in addition to preserving the cipher's simplicity.  
 

 

II. BIOLOGICAL BACKGROUND 
 
DNA is a very large molecule made up of a long chain of  
sub-units. The sub-units are called nucleotides. Each  
nucleotide is made up of a sugar called deoxyribose , a 

phosphate group -PO4 and an organic base. The sequence of 

bases in DNA forms the Genetic Code. A group of three 

bases (a triplet) controls the production of a particular amino 

acid in cell.The different amino acids and the order in which 

they are joined up determines the sort of protein being 

produced.  
Deoxyribonucleic acid (DNA) is a nucleic acid that contains 

the genetic instructions used in the development and 

functioning of all known living organisms and some viruses. 

DNA is stored as a code made up of four chemical bases: 

adenine (A), guanine (G), cytosine (C), and thymine (T).  
The order, or sequence, of these bases determines the 

information available for building and maintaining an 

organism, similar to the way in which letters of the alphabet 

appear in a certain order to form words and sentences. The 

German biochemist Frederich Miescher observed DNA in 

the late 1800s. But nearly a century passed central 

importance to biology.DNA binary strands support 

feasibility and applicability of DNA-based Cryptography. 

The security and the performance of the DNA based
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cryptographic algorithms are from that discovery until 

researchers unravelled the structure of the DNA molecule 

and realized its satisfactory for multi-level security 

applications of today’s network. Certain DNA algorithms 

can resist exhaustive attack, statistical attack and differential 

attack.  
The field of DNA computing [16] is still in its infancy and 

the applications for this technology have not yet been fully 

understood. DNA computing is viable and DNA 

authentication methods have shown great promise in the 

marketplace of today and it is hoped that its applications 

will continue to expand. DNA Cipher[15] is the beneficial 

supplement to the existing mathematical cipher. If the 

molecular word can be controlled at will, it may be possible 

to achieve vastly better performance for information storage 

and security. 
 

III. DNA & AMINO ACIDS –BASED 

FOURSQUARE CIPHER ENCRYPTION 

ALGORITHM 
 

A. The encoding to amino acids 
 

Any form of data can be represented in a binary form 

(message, image or signal). This form can be transferred to 

DNA form according to Table 1 . 

 

Table1. DNA bits representation 

 

Bit 1 Bit 2 DNA  

   

0 0 A 

   

0 1 C 
   

1 0 G 
   

1 1 T or U 
   

 

Note that each amino acid has a name, abbreviation (3-letter 

form), and a single character symbol (1-letter form). This 

character symbol is what we will use in our algorithm. The 

DNA form is transferred to the Amino acids form according 

to Table 2 which is a standard universal table of Amino 

acids and their cordons representation in the form of DNA. 

 

  

Table 2: Amino acids and their 64 codons  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

B.  Constructing the English alphabet table: 
 

English alphabets are construct from their amino acids . 

There are 64 codons are exists in table 2. we have only 

20 amino acids in addition to 1 start and 1 stop codons. 

Each amino acid is abbreviated with one unique 

character (English letter). In order to construct a 

complete set of alphabetical English letters, we need  
26 letters with their transformation encoding to DNA. 

The letters we need to fill are (B, J, O, U, X, Z). So we 

will make these characters share some amino acids their 

codons. The three stop codons have 2 of one family 

type (UAA,UAG ) to be assigned to letter B and one of 

other type (UGA) to be assigned to letter J. We have  
3 amino acids (L, R, S) having 6 codons. The table 

illustrates letters from A to Z with the associated amino 

acids as explained before Counting the number of 

codons of each letter, we will find the number varies 

between 1 and 4 codons per letter. We will call this 

number 'Ambiguity' of the character. 

            Table3. The final distribution of Amino Acids upon 

English letters with ambiguity 
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C.  Encryption Module: 

    

1. Browse Module – The file that has to be encrypted has to 

be fetched from the system and its text has to be read. 

2. Encrypt Text Module – This module is used for the 

encryption process. It has the following sub-modules: 

a. DNA Converter: The binary form is converted into the 

DNA bases form in this module. 

b. Amino Acids Converter: The DNA form is further 

encrypted in the Amino Acids form in this module. 

c. Four-square Implement: This module will implement 

the Four-square algorithm with the secret key that the 

user provides. 

d.
 Final Append: This module will further convert the 

encrypted message into the DNA form and add the 

ambiguities to further convert into final encrypted form.   
            

 

 

Fig 1 : Block Diagram of process 

 

 

 

 

 

 

            
IV. DNA & AMINO ACIDS -BASED FOUR SQUARE 

                DECRYPTION ALGORITHM
 

 

          
A.  Decryption Module: 

1. DNA I: The module will convert the Initial DNA to the 

Amino Acid form with the help of the ambiguity numbers. 

2. Amino Acid I: The DNA form is then converted into the 

Amino Acid form in this module. 

3. Four-square Implement: The Four-square Cipher is 

implemented with the same secret key to reverse the 

encryption process. 

4. DNA F: This module converts the output of the previous 

module back into the DNA form. 

 

 

Fig2 : Flow Chart of the DNA & Amino acids based four square  
cipherdecryption algorithm
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V . SIMULATION AND RESULTS 

 

 
 

 
 

 
 
 

 
  

Decryption Results : 
 
 

 

 

 

 
 
 
 

http://www.aestjournal.org/


 
 

 

International Journal of Advanced Engineering Science and Technological Research (IJAESTR) 
ISSN: 2321-1202, www.aestjournal.org @2018, All rights reserved 

 
 

 
VI. ANALYSIS AND DISCUSSIONS 

 
Data decoding to the form from Amino acids to DNA , or 

we can say our semi artificially built distribution of amino 

acids. “Artificial” because of characters we added and 

switching‟s of codons we introduced to the genetic code 

table and “Semi” because we kept most of the standards in 

the genetic code table. We have proved that the decoding 

algorithm is applicable on implemented encryption. The 

three algorithms can be implemented with one or many 

rounds. The idea of representing the amino acid form of data 

in English characters makes this form to be used as input to 

additional cycles for providing more security in both side.. 

This was implemented by calculation of the hexadecimal of 

each letter. Then we was converted it to the binary then 

DNA forms which act as input to a new round. The 

importance of such transformation lies mainly in 

representing data in a biological form that can make data be 

able to go through biological experiments and processes in 

encryption[1], especially related to Amino Acids and DNA. 

Above all transformation are reversed in this implemented 

work.  
It is also a way of viewing data moving through biological 

processes and for getting plaintext ,the representing it in 

character from binary form which can be used in many 

computer encoding algorithms. 
 

 
A.  Experiment steps: 

 
a. Experiment preprocessing:  

1- Loading the table of the 64 amino acids with their DNA 

Encodings and number of ambiguous encodings.  
2- Formatting the secret key K1 by removing spaces, 

repeated characters and non English letters.  
3- Formatting the secret key K2 by removing spaces, 

repeated characters and non English letters   
4- Formatting the plaintext by removing spaces between 

words and separating the repeated doubles by the character 

'~' which chosen to be a rarely used character.  
 

b. Processing: 

This includes:  
1-Convert DNA form to Amino acids form after 

substraction of embedded ambiguity from final cipher text . 

2-Do four square cipher Decryption .  
3- Converting amino acids and recording ambiguity to 

DNA.  
4- Convert DNA to Binary .  
5- Convert 8 bit ASCII value to corresponding 

characters. 6-Find Corrected plaintext . 
 

B. Experiment Results: 
 

The next figure illustrates the experiments and time taken to 

decrypt each piece of ciphertext (each is of different data 

loads) in months. It shown in fig 5. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 3: Reverse Complexity Graph between text size  and process 

time in months 
 
 

 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Fig 4:Process Time v/s Text  size for decryption 
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Figure 5: Comparison graph – blue line for AES & red line for Four  
Square  

 
As shown in fig.7, AES provides high security in the field 

of security/cryptography.This implementation work is 

compared with AES & it provide little similar security as 

AES. On the basis of AES ,we can say that it provide good 

security for data which is used for communication . 

 

Reverse complexity of this decryption algorithm is very 

high . The time taken by loading the amino acids table and 

preparing the secret keys is ignored because it is 

comparatively small to processing time. Now it is shown in 

fig.6 that this four square cipher reverse algorithm take large 

amount of time considered in months . Less bytes of data is 

decrypted in months by this implemented algorithm. It is 

shown in fig6. 
 

VII. CONCLUSION AND FUTURE WORK 
 

Decryption is the reverse procedure of encryption .We 

already have implemented the methods of data encoding to 

the form of Amino acids & DNA . Encryption was 

implemented with one or many rounds. Encryption & 

Decryption of any data/information is suitable for  
applying data integrity, digital signature and confidentiality. 

As this decryption algorithm reverse of the four matrix are 

used to decrypt the data using both the secret keys . This is 

implemented by combining the traditional or biological 

cryptographic algorithm to create new security systems in 

encryption & decryption. Our future work can be done with 

more & more modification in this work using other 

algorithms i.e AES, DES, MD5,SHA1 etc. Also, 

Experiments should be conducted to implement the 

algorithm on different applications to ensure its feasibility 

and applicability. 
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