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Abstract: Frequency-hopping spread spectrum (FHSS)
is a method of transmitting radio signals by rapidly
switching a carrier among many frequency channels,
using a pseudorandom sequence known to both
transmitter and receiver. It is utilized as a multiple
access method in the frequency-hopping code division
multiple access (FH-CDMA) scheme, in which a broad
slice of the bandwidth spectrum is divided into many
possible broadcast frequencies. In CDMA, multiple
subscribers share the same radio frequency. Therefore,
receiving signals can be decode by attacker. Knowing the
PRNG seed value, all the spreading factor security gain
is lost. The attacker then can decode the signal just as the
legitimate user.in this paper our goals are to prevent
eavesdropping and jamming.
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I. Introduction

In communication systems an attractive approach for
economical, spectral efficient, and high quality digital
cellular and personal communication services is the use of
frequency-hopping code division multiple access (FH-
CDMA) technique [1].Due to its improved privacy and
security, increased capacity. VHDL implementation of FH-
CDMA transmitter and receiver has been proposed in this
project. Every mobile handset and every wireless base
station operates on the different frequency spectrum .In
order to discriminate one conversation from the other, every
handset broadcast a unique code sequence is called as
pseudo noise code. In this project pseudo noise code [3] is
generated by using 4 D flip-flop. Code signal is called as
chip signal. The chips modulated by the carrier using a
digital modulation technique BPSK. In a CDMA system,
each user is identified by its own code, and in order to
prevent users from interacting with each other, these codes
are design to be orthogonal to each other; the cross
correlation function between any two of these codes is
identically zero. But these codes can be decode by attacker
due to multiple subscribers share the same radio frequency.

2. Proposed Work

The main aim of this paper is to design and developed a new
model of communication system which is immune to noise,
intentional impairment to the system least bit error and
bandwidth efficient less sensitive to intentional interference
or jamming by third parties.If PRNG CDMA chip sequence
is used to select the frequency of the transmitted signal

pseudo-randomly, the resulting signal is called a
frequency hopping (FH-CDMA) spread spectrum signal.
So, the spreading ‘“signal” is changing in certain
intervals. The signal” hops” from one band to the next in
a pseudo random manner. According to FH-CDMA, the
transmitted binary input is mapped into a K-bit code
word and then the code word is mixed with the PN
sequence. The resulting signal is translated into
frequency and transmitted over the channel. During any
signal interval, the transmitted signal could occupy one
or more of the available frequency slots. In other words,
the frequency used to transmit the information bearing
signal is hopped from one to another. For this reason, the
system is called frequency-hopping (FH) system and the
PN sequence is thus named the hopping pattern. At the
receiving end, the received signal is demodulated by
means of an FSK demodulator. The resultant signal is
then transformed to the K -bit code word and mixed with
the PN sequence which is identical to that in the
transmitter to remove the pseudo-random frequency
translation introduced at the transmitter. Finally, the
original information bearing signal is extracted.

In FH-CDMA, multiple subscribers share the different
radio frequency. Therefore, receiving signals cannot be
decode by attacker. Not know the PRNG seed value; all
the spreading factor security gain is not lost. The attacker
cannot decode the signal just as the legitimate user. So it
prevents eavesdropping and jamming In addition, in
order to combine the advantages of CDMA and FHSS
and to overcome these weaknesses.

2.1. Multiple Access Techniques

A. Frequency Division Multiple Access

For systems using Frequency Division Multiple Access,
the available bandwidth is subdivided into a number of
narrower band channels. Each user is allocated a unique
frequency band in which to transmit and receive on.
During a call, no other user can use the same frequency
band. Each user is allocated a forward link channel (from
the base station to the mobile phone) and a reverse
channel (back to the base station), each being a single
way link. The transmitted signal on each of the channels
is continuous allowing analog transmissions. The channel
bandwidth used in most FDMA systems is typically low
(30 kHz) as each channel only needs to support a single
user.
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B. Time Division Multiple Access

Time Division Multiple Access (TDMA) [16] divides the
available spectrum into multiple time slots, by giving each
user a time slot in which they can transmit or receive TDMA
systems schemes where each user is allocated a small time
slot.
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Fig.2 TDMA

Transmit data in a buffer and burst method, thus the
transmission of each channel is non-continuous. The input
data to be transmitted is buffered over the previous frame
and burst transmitted at a higher rate during the time slot for
the channel. TDMA cannot send an analog signal directly
due to the buffering required, thus is only used for
transmitting
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C. Code Division Multiple Access
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Code Division Multiple Access (CDMA) [3] is a spread
spectrum technique that uses neither frequency channels
nor time slots. With CDMA, the narrow band message
(typically digitized voice data) is multiplied by a large
bandwidth signal that is a pseudo random noise code (PN
code). All users in a CDMA system use the same
frequency band and transmit simultaneously. The
transmitted signal is recovered by correlating the
received signal with the PN code. Code division multiple
Access (CDMA) CDMA technology was originally
developed by the military during World War II.
Researchers were spurred into looking at ways of
communicating that would be secure and work in the
presence of jamming.

2.2. Spread Spectrum Techniques
Frequency hopping spread spectrum
Direct sequence spread spectrum

A. Frequency Hopping Spread Spectrum

The signal is broadcasted over a random series of radio
frequencies, hopping from one frequency to another
frequency at fixed intervals a receiver, hopping between
frequencies in synchronization with the transmitter picks
up the message.

B. Direct Sequence Spread Spectrum

Each bit in the original signal is represented by multiple
bits in the transmitted signal, using a spreading code [9].
The spreading code spreads the signal across a wider
frequency band in direct proportion to the number of bits
used

2.3 Design of FH-CDMA Spread Spectrum Using

Code 16 FSK

With frequency hopping spread spectrum (FHSS). The
signal is broadcast over a seemingly random series of
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radio frequencies, hopping from frequency to frequency at
fixed interval. Block diagram of transmitter module and
receiver module at fig 4. The basic working principle of this
system is generating Pseudo Random Noise (PN) sequence
as a binary data, which is generated with the help of PN
generator module consisting of PN sequence generator and
16 bit shift register circuit. From shift register we are getting
16 PN sequence. These 16 PN sequence is given to a 16:1
multiplexer module, which select one PN sequence out of
them, the output of data world generator is used as select
logic for multiplexer module. As the selected PN sequence is
consisting of binary data, we take three bits at a time with
the help of serial to parallel converter. These three bit data is
given to a digital to analog converter (DAC) from where we
get an equivalent analog voltage corresponding to the three
bit digital data, so there is sixteen possible voltage levels as
per four bit data. The different voltage levels are shown at
table 3.1 the four bit equivalent analog voltage control
oscillator, which generates sixteen frequencies with respect
to voltage. The sixteen frequency carry the coded binary
data is transmitted through the antenna.

The transmitted signal is propagated through the
transmitting medium, in the medium it picks up different
noise signal of different frequency and different voltage
levels, so the signal received at the receiver end is the

information signal and noise signal.

|
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Fig.4 Block diagram of Transmitter Module & Receiver
Module.

The received signal is then given to a frequency to voltage
converter, which gives eight voltage levels as per the input
frequency to the receiver end. This analog voltage is given
to a three bit analog to digital Converter. It gives three bit
binary data as per the input frequency. Again this data is
given to a parallel to serial converter, which gives the data
signal what we have transmitted.

The following are the different modules of the coded 16-
FSK FH-CDMA-SS
Communication system

(i) PN generator and shift register
(i) Data word generator
(iii) Serial to parallel converter

(iv)

Digital to analogue converter
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(v) Voltage control oscillator
(vi) Frequency to voltage converter
(vii) Analogue to digital converter

3.1 PN Sequence Generators and Shift Register

A pseudo noise (PN) sequence is a periodic binary
sequence with a noise like waveform , which is generated
using 4 D flip-flop which works as a shift register, an
two input EXCLUSIVR OR gate, which works as a
modulo two adder, a RC network for providing preset
control as and when required. A feedback register consist
of an ordinary shift register made up 15 flips-flop are
interconnected to form a multi loop feedback circuit.
This circuit is design for 16 channels so we need to
generate different PN sequences for a 4 bit data word

3.2 Data word generator

Data word generator circuit is used to generate 5 bit data
word. This 5 bit data word resembles the 5 channels. The
circuit diagram of data word generator consist of 5 JK
flip flop which are connected in “serial in and serial out”
fashion. The clock driving the data word generator is
obtain from the clock PN generate circuit divided by mod
15 counter[7], so the PN sequence generated by PN
generating circuit and data word generating circuit
remain in same phase. The outputs of first flip-flop
trigger the second flip-flop and the output of second flip-
flop trigger the third flip-flop and so on

3.3 Serial to Parallel Converter

A serial in parallel out shift register is used to convert the
data format from serial to parallel as shown in fig .Here
we are using three D flip-flop to get three bit parallel
output. In this type of register data is shifted in serially ,
but shifted out in parallel .In order to shift the data in
parallel, it is necessary to have all data bit available as
output at the same time

3.4 Digital to Analog Converter

The digital to analog converter fundamentally converts
finite precision numbers (usually fixed point binary
number) into a continuously varying physical gquantity,
usually an analog electrical voltage in a ideal DAC, the
numbers are output as a sequence of impulses.

Here we are using binary ladder as a digital to analog
converter. It is a resistive network whose output voltage
is a properly weighted sum of the digital input.

3.5 Voltage Controlled Oscillator (VCO)

A voltage controlled oscillator or VCO is an oscillator
designed to be controlled in oscillation frequency by a
voltage input. The frequency of oscillation is varied by
the applied DC voltage. While modulating signals may
also be fed into the VCO to cause frequency modulation
(FM) or phase modulation (PM); a VCO with digital
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pulse output may similarly have its repetition rate (FSK,
PSK) or pulse width modulated(PWM).

3.6 Frequency to Voltage Converter

Frequency to voltage converter generates an output voltage
that is linearly proportional to the input frequency
waveform. Here | used the analog behavioral modeling
(ABM) feature of PSpice to make frequency to voltage
converter. The EVALUE part allows an instantaneous
transfer function to be written as a mathematical expression
in standard notation.

3.9 Analog to Digital Converter

An analog to digital converter (ADC) circuit converts
continuous numbers to discrete digital numbers. Typically
an ADC converts an input analog voltage to a digital number

Table 3.1 possible voltage level of 4 bit data

Binary data Voltage level
0000 0.1V
0001 0.4V
0010 0.8V
0011 1.2V
0100 1.6V
0101 2.0V
0110 2.4V
0111 2.8V
1000 3.2V
1001 3.6V
1010 4.0V
1011 4.4V
1100 4.8V
1101 5.2V
1110 5.6V
1111 6.4V

4. Conclusion

The dynamic code hopping approach offers best protection
against eavesdropping and intentional jamming in CDMA
spread spectrum communications It can help to increase
security of existing spread spectrum solutions like WLAN,
UWB or (S) UMTS. The main aim of this thesis is to design
and developed a new model of communication system which
is immune to noise, intentional impairment to the system
least bit error and bandwidth efficient less sensitive to
intentional interference or jamming by third parties

5. Future Scope
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The proposed project can be further extended to
implement with multiple transmitters and receiver’s. It
can be implemented with different modulation
techniques and a comparative analysis can also be made.
Various techniques can also be implemented to improve
the multipath interference effect. The concept can be
extended to design the Global Positioning System which
is CDMA system. Code hopping spread spectrum
technique can also be implemented and compared.
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